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1. O6wWwMe nonoxeHus

HacToswas Monutuka ycraHasnueaeT obLyme nogxoabl K
YNPaBNEHNO PUCKAMW U BHYTPEHHEMY  KOHTPOIO,
aBnseTcs  OOLEeKOpnopaTMBHBIM  JOKYMEHTOM K
pacnpoctpaHsietcs Ha MAO «Mera®oH», a Takke ero
poyepHue komnanun ¢ poneit ysactns 100% (nanee —
«Komnanus»). TMAO «Mera®oH» pekomeHayeT CBOUM
3aBUCUMbBIM W [JOYEPHUM KOMMaHUAM C JOMen yvactus
meHee 100% pykoBOACTBOBATLCS AaHHLIMM NOAXOAAMM,
0TpasuB ux B cBOMX onuTtukax.

MonuTuka paspaboTtaHa B COOTBETCTBUM C LEACTBYOLMM
3aKOHOAATENbCTBOM Poccuinckon ®epepaumn,
MeXayHapoaHbIM CTaHgapToM B 06nactu ynpasneHus
puckamu ISO  31000:2018,  pekomeHZaLMUSIMY
MEXOYHapPOAHbIX NPOGECCUMOHaNbHbIX OpraHu3aumn B
obnactu ynpaBneHus puckamu 1 BHyTPEHHETO KOHTPOSS,
B TOM u4ucne Komutera CRNOHCOPCKUX OpraHW3auui
Komuccum Tpapyas (COSO).

[leTanbHoe onucaHuWe npouecca YnpaBreHnst puckamu
(noaxof K BbISIBMIEHMIO, OLIEHKE, KnaccuduKaLmum puckos,
B3aNMOLEACTBIIO Y4aCTHUKOB, puCK-anneTury),
rnpouecca  MOCTPOEHWS ~ BHYTPEHHETO  KOHTPOIS,
OCHOBHble TEPMUHbl W OMPederneHns OnucaHbl B
METOLOMNOTMM MO YNpaBEHNO pUCKami U METOAONOMM
MO OpraHM3aLmn BHYTPEHHETO KOHTPONS.

2. lenu ynpaBneHus puckamum u BHYTpPEHHEro
KOHTpONS.

KomnaHus nogBepkeHa BO3OEUCTBUIO  BHELLUHWUX U
BHYTPEHHWUX (aKTOPOB, BAUSIOLMX HA AOCTUKEHUE €€
uenen, Aans obGecneyeHns BbIMOMHEHWUS  KOTOPbIX
HeobX0AMMO NpaBUMbHO  YNPaBNsATb  puUCKamu, T.e.
CBOEBPEMEHHO WX  BbISIBNSATb,  OUEHMBATb W
BO3OENCTBOBATb Ha HWX. [lpU MPUHATUMM  peLLeHui
MeHeIKepbl Tak WM UMHAYe  3a4yMbIBAOTCA O
CONYTCTBYILMX pUCKaX, HO €cru 3TO [AenaeTcs
HEJOCTaTOYHO CUCTEMHO, TO MOBbILLAETCA BEPOSTHOCTb
He 00paTuTb BHMMaHWEe Ha  KaKOW-MOO  puCK,
HENpaBWUIbHO €ro OLEHUTb UMM MPUHATL  HEBEPHOE
peLleHme. YnpaBneHue prcKamm sBNseTcs
HEOTbeMNeMol YacTbio ynpasneHus KomnaHuen u He
[OIMKHO ObITb 130NMPOBaHO oT NPUHATUS
YNPaBREHYECKNX PELLEHMN.

B kayecTBe O0QHOrO M3 OCHOBHbIX 3NEMEHTOB MO
ynpaBneHnto puckamm B Komnawuu npumeHsieTcs
BHYTPEHHUIA KOHTpOnb (panee Takke BK), koTopbli
HaLemneH Ha CHWXEHNEe PUCKOB NMOCPELCTBOM BHEAPEHMS
1 BbINOSTHEHWS KOHTPOIbHbIX MPOLeayp.

1. General and scope

This Policy sets forth the approaches to risk management
and internal control, it is a company-wide document, and
shall cover MegaFon PJSC as well as its 100%
subsidiaries (hereinafter the "Company"). MegaFon PJSC
encourages its affiliates and subsidiaries with less than
100% interest to follow these approaches by including
them in their Policies.

The Policy is prepared in accordance with the current laws
of the Russian Federation, the international risk
management  standard  ISO  31000:2018, the
recommendations of the international professional risk
management and internal control organizations, including
the Committee of Sponsoring Organizations of the
Treadway Commission (COSO).

The detailed description of the risk management process
(approach to identification, assessment, classification of
risks, interaction of stakeholders, risk appetite) and of the
internal control development process, the basic terms and
definitions are described in the risk management
methodology and in the internal control methodology.

2. Risk management and internal control objectives.

The company is exposed to external and internal factors,
which affect pursuing its objectives. It is necessary to
properly manage risks, i.e. identify, assess, and treat them,
to ensure achievement of the objectives. When making
decisions, managers consider the associated risks one
way or another but, if this is not done in a consistent
manner, the likelihood increases to overlook a risk, assess
it incorrectly or make the wrong decision. Risk
management is an integral part of the Company
management process and should not be isolated from
managerial decision-making.

Internal control (hereinafter also referred to as the "IC")
aimed at mitigating risks by introducing and performing
control procedures is used at the Company as one of the
main components of risk management.



K KOHTpOnbHbIM NpoLieaypam OTHOCSTCS, B YaCTHOCTM,
COrMacoBaHusl, paspelleHusi, MPOBEPKU, OTYEThbI O
AESTENbHOCTI, MEpONPUSTIASt N0 COXPaHEHMI0 aKTWBOB,
pasgeneHne 06s3aHHOCTEN.

Cuctema ynpaBieHUst puckamu 1 BHYTPEHHETO KOHTPONS
(nanee Takke CYPuBK) HanpaBneHa Ha obecnevenue
pasyMHOM YBEPEHHOCTU B [OCTWXEHUM CHeayroLwmx
Lenen KomnaHuu:

1. CTparternyeckie n onepawyoHHbIe LENN.

2. CooTBeTCTBUE AESTENbHOCTM 3aKOHOAATENbCTBY M
BHYTPEHHUM HOPMaTMBHBLIM JOKYMEHTaM.

3. [loctoBepHOCTb (PMHAHCOBOW, HANOrOBOW W JpYrow
OTYETHOCTMW.

CYPuBK pomxHa $BNSATbCS HEOTHEMIEMOM YacTbio
(DYHKLMOHMPOBAHMS Kaxaoro nogpasgeneHus KomnaHum
W JOSKHa BbITb UHTETPUPOBaHa B €€ KynbTypy W busHec-
npoueccol. Hanuune agpektusHoin CYPUBK — ogHa u3
cocTaBnsowmx  ycrnexa Komnawuu, 4TO no3BONSET
YCTaHOBWTbL XOPOLUYK0 OCHOBY Ans 6onee achdekTUBHOro
NPUHATUSA peLLeHNit, noBbILLaeT BEPOSITHOCTb
LOCTUXEHUS BU3HEC-LieNnelt 1 COOTBETCTBUS BHYTPEHHUM
W BHELUHUM TpebOBaHUSIM, CHUXAET PUCKA MPETEH3NUA K1
WTpacoB OT KOHTPOMMPYKOLMX OpraHoB, a TaKke
OWKNOOK BO BHELWHEN W BHYTPEHHEW OT4YeTHOCTU. B
KOHEYHOM MTOre 3TO BMMSIET Ha  (PUHAHCOBbIE
pesynbTaTbl KOMnaHuM, yBenuuMBaeT ee CTOMMOCTb,
MOBbILIAET A0BEPUE K HEM CO CTOPOHbI aKLMOHEPOB,
WHBECTOPOB, KPEANUTOPOB.

Hecmotps Ha cTpemneHne obecneuntb  pasymHy
YBEPEHHOCTb B AOCTKEHUM Lenen KomnaHuu, Bcerga
€CTb HEMOAKOHTPOMbHbIE (haKTOpPbI, B CBSA3M C KOTOPbIMM
Henb3s gatb rapantm 100% Mx AOCTUXEHMS.

3. MpuHUMNbI yNpaBneHnsi puckamn U BHYTPEHHero
KOHTpOnS.

CYPnBK B KomnaHum GasupyeTcsi Ha HECKOMbKUX
NpUHLMNax:

e VHTErpauMs B KOPMoOpaTWBHOE YnpaBneHue U
NPUHSATUE PELLEHN;

® 4aCTb obssatenscTs PYKOBOACTBA n
OPraH13aLmMOHHbIX npoLeccos, BKMOYas
cTpaTernyeckoe nraHuMpoBaHWE W ynpaBreHue
npoekTamu;

e  HerpepbIBHOE CTPYKTYpUpOBaHHOE
(DYHKLMOHNPOBAHME;

e 3awwura ctoumoctu KomnaHuu;

Control procedures include, inter alia,
authorizations,  verifications,  performance
safeguarding of assets, segregation of duties.

approvals,
reports,

The risk management and internal control system
(hereinafter also the "RMICS") is aimed at ensuring
reasonable assurance of achieving the following objectives
of the Company:

1. Strategic and operational objectives.

2. Compliance of the operations with the laws and
internal regulations.

3. Reliability of financial, tax and other reporting.

The RMICS should be the integral part of operation of each
business unit of the Company and should be integrated
into its culture and business processes. An effective
RMICS is one of the components of the Company's
success enabling to create the proper basis for more
effective decision-making, increases the likelihood of
achieving business objectives and compliance with the
internal and external requirements, reduces the risks of
claims and fines by the regulators as well as of errors in
the external and internal reporting. Ultimately, it influences
the financial results of the Company, increases its value,
credibility in the eyes of the shareholders, investors, and
creditors.

Despite the ambition to ensure reasonable assurance in
achieving the Company's objectives, uncontrollable factors
always exist, therefore it is impossible to provide the 100%
guarantee of their achievement.

4. Risk management and internal control principles.

The RMICS at the Company is based on several principles:

e embedding in corporate governance and decision-
making;

e part of the management commitments and
organizational processes, including strategic planning
and project management;

e continuous structured operation;

e protection of the Company's value;



e COofencTBME JOCTMXEHWO Lenei KomnaHuu, a Takke
NOCTOSHHOMY YNy4LLEHNO ee BU3HEC-NPOLECCOB;

e yyeT chbaKTopa HEONnpeneneHHOCTU MpKU MPUHATUM
PELUEHUN 1 OLLEHKE PUCKOB;

e UCMOMb30BaHWE TOYHOW, MOMHOA W [OCTOBEPHOM
WH(OPMALIMK 13 HAMNYYLWIKX JOCTYMHBIX UCTOYHUKOB,
BKMOYas OTYETbl 3a Mpolledwune  nepuogsl,
aHanuTMYeckue martepuanbl, NPOrHO3bl, CTaTUCTUKY,
Ha OCHOBE MOCTOSHHOTO OOMeHa MHgopMaLen
cpeay yyactHukos CYPUBK;

e MPUHATIE BO BHUMAHWE YENOBEYECKNX U KYNbTYPHbIX
(haKTOPOB, aHanM3 HaMepeHun NuL, KoTopble MOryT
cnocobcTBOBaTh MMM MeLLaTb OOCTUMXKEHUH Lenen
KomnaHuu;

e PO3payHOCTb, BOBMIEYEHME W YYET MHEHUA BCEX
YYaCTHMKOB MpoLecca YnpaBneHWst puckamum 1
BHYTPEHHETO KOHTPONS;

e JVMHAaMUYHbIA M aAanTUBHbIA NPOLECC;

e MpoLecc ONTUMAarbHbIA B COOTHOLIEHWN «3aTpaTbl —
9KOHOMMYECKUN  3dhPeKT», (hopMann3oBaHHbIN B
HeobXOAMMON  CTEMeHM W NPUHUMAEMbIA  BO
BHUMaHWe npw paspabotke BHYTPEHHMX
HOpPMaTUBHbIX JOKYMEHTOB KOMNaHMu.

4. YYacTHUKM ynpaBreHUsi pUCKaMu WU BHYTPEHHEro
KOHTpOnS.

YnpaBneHue puckami 1 BHYTPEHHUIA  KOHTPOINb
OCYLLECTBNATCA BO BCeX NOAPA3AeNeHnsx U Ha Bcex
ypoBHAX KomnaHuu, a Takxe BO BCeX NpoekTax v busHec-
npoLieccax.

Ponu Y4aCTHUKOB:

1) CoeT [upekTopos:

e OnpederieHMe  MPUHUMMOB W MOAXOAO0B
opraHuzaumm CYPuBK u yTBEpXKAEHME HacTosLLe
NONUTUKY;

e  KOHTPOIMb LESATENbHOCTU UCMOMHUTENbHBIX OpraHoB
Komnannn, B TOM uucne no  nopdepXaHuio
(YHKLMOHMpoBaHMs adpcekTsHon CYPUBK.

K
n

2) Ayputopckuin komuteT CoBeTa AMPEKTOPOB:

e KOHTPOSb 332 HAOEXHOCTbO U 3APGEKTUBHOCTLIO
CYPuBK;

®  pacCMOTPEHMEe OTYETOB MO PUCKAM M KOMMMAEHC, B
TOM YuCIe OTYETOB O (PYHKUMOHMpoBaHUM CYPUBK;

e oueHka acpdekTmeHocT CYPuBK, B TOM uucrne B
OTHOWEHUN cobriogeHust TpeboBaHWA U MpaKTUK
(DMHAHCOBOIO M YNpaBIeHYeCcKoro y4eTa, NoarotToBka
NpeasIoKEeHN Mo COBEPLLIEHCTBOBAHMIO.

3) [eHeparnbHbIA QUPEKTOp:

e contribution to achievement of the Company's
objectives as well as to continuous improvement of its
business processes;

e consideration of the uncertainty factor in decision-
making and risk assessment;

e use of accurate, complete, and reliable information
from the best sources available, including historical
reports, experts judgements, forecasts, statistics,
based on the constant exchange of information among
the RMICS stakeholders;

e consideration of the human and cultural factors,
analysis of the intentions of persons able to contribute
to or hinder achievement of the Company's goals;

e transparency, involvement, and consideration of the
opinions of all stakeholders of the risk management
and internal control process;

e adynamic and responsive to change process;

e the process is optimal for costs and benefits,
formalized to the necessary degree and is taken into
account when preparing the Company's internal
regulations.

4. Risk management and internal control stakeholders.

Risk management and internal control shall be carried out
at all business units and at all levels of the Company as
well as in all projects and business processes.

The stakeholders' roles:

1) The Board of Directors:
e determining the principles and approaches to the
RMICS and approval hereof;

e control over activities of the Company’s executive
bodies, including support of effective RMICS operation.

2) The Audit Committee of the Board of Directors:
e control over RMICS reliability and efficiency;

e review of risks and compliance reports, including
reports on RMICS operation;

e assessing the RMICS effectiveness, including
compliance with the financial and management reports
requirements  and  practices,  provision  of
recommendations for their improvements.

3) CEO:



OCYLLECTBMEHWe OrnepaTUBHOW [EATENbHOCTU MO
ynpasneHuio KomnaHueir, obecneyeHme 1 KOHTPOIb
peanu3auuu  peleHun  KonnernanbHblX —OpraHoB
ynpaeneHus, B ToM yncne B yactn CYPuBK;
NPUHATUE PeLleHni i U U3aaHWe NpuKasoB B YacTy
nogaepxaHns  aMEKTUBHOMO  (PYHKLIMOHUPOBAHNS
CYPuBK;

nocTaHoBka 3agady no passututo CYPuBK;
BbinonHexe dyHkumm lNpegcepatens [pasneHus,
opraHu3aums ero paborbi;

pasBuUTWEe  KyNbTypbl YNPaBMEHWS  puckamu W
BHYTPEHHErO KOHTPONs, «TOH CBepxy» 00 ux
BaXHOCTH.

lMpaBneHue:

obecneyeHne  cosgaHus " noaaepxaHus
adpekteHon CYPMBK, KOHTponb  BbINOMHEHUS
peweHnit  CoBeTa  AMpekTopoB B obnactu
opranusauum CYPuBK;

pacCMOTpeHWe,  YTBEPXKOEHME M KOHTPOSb

MeponpuaTUiA No coeepLueHcTBoBaHMo CYPUBK;

pacnpegenieHme MonHOMouniA, 06s3aHHOCTEN W
OTBETCTBEHHOCTM Mexay PYKOBOAUTENSAMM
nogpasgeneHuin  3a  KOHKPETHble  npoueaypbl

YNpaBneHNs puckamn 1 BHYTPEHHETO KOHTPONS;
(hOpMMpOBaHNE  MPEANOXKEHUA B OTHOLUEHUM
BEMWYMHbI  MPUEMNEMOTO  YPOBHS  puUcka B
OTHOLUEHMM HOBbIX MPOEKTOB, NPOAYKTOB, YCMT,
OUM3HEC-INHWIA, PbIHKOB M €ro COOTHECEHWSI C PUCK-
anneTUToM NO HanmpaBfeHWsM U B LENOM no
Komnanuu;

onpegeneHne TpeboBaHWN K CTPYKTYpe ynpaBrneHus
puCkamW 1 BHYTPEHHEro KOHTponsi, ¢opmatam
OTYETHOCTK;

PacCMOTPEHWE W NMPUHATUE PELLEHU A N0 BOMPOCaM
YNpaBneHNs puckamnm W BHYTPEHHETO KOHTPOMS, B
T.4. NPeaBapuTENbLHOE PacCMOTPEHWE W NOArOTOBKA
NMPOEKTOB PELLEHUA NO BOMPOCaM, OTHOCSLUMMCS K
komneTeHuun CoBeTa AMPEKTOPOB;
paccMOTpeHne JOKYMeHTOB  KomnaHum
cTpaterum u biogxeTa) ¢ y4eTOM PUCKOB;
PacCMOTPEHWE COCTOSIHUS U OMHAMUKN KMHOYEBbIX
puckoB KomnaHum He pexe 4yem pa3 B KeapTan,
NPUHATE MO HWUM  PELUEHUIA,  YTBEPXAEHME
MEPONpUATAA MO  YNpaBNEHUIO C Y4ETOM PUCK-
anneTuTa;

(hOpMMPOBaHME €AMHOTO NOAXOoA4a K YNpaBneHWto
KOMMMaeHc-puckamu;

(B TM.

PasBUTME  KyNbTypbl  YNpaBMEHUs  puckamu U
BHYTPEHHEro KOHTPONS, «TOH CBepXy» 06 ux
BaXHOCTMU.

PykoBoauTenu nogpasaeneHuit:

)

carrying out operational activities to manage the
Company, ensuring and monitoring implementation of
decisions of collegial management bodies, including in
terms of RMICS;

making decisions and issuing orders related to
maintaining effective operation of RMICS;

setting RMICS development tasks;

acting as Chairman of the Management Board,
organization of its work;

development of risk management and internal control
culture, "tone on the top" about their importance.

Management Board:

ensuring development and maintenance of an effective
RMICS, monitoring implementation of the resolutions
of the Board of Directors concerning RMICS;

reviewing, approval and control of actions to improve
RMICS;

assigning powers, obligations, and liability to the heads
of business units in relation to certain risk management
and internal control procedures;

creating proposals on size of acceptable risk level
related to new projects, products, services, lines of
business, markets and mapping it to the risk appetite
per areas and in general for the Company;

determining the requirements concerning the risk
management and internal control structure, reporting
formats;

considering and making decisions on risk management
and internal control issues, including preliminary
consideration and preparation of draft resolutions on
the issues within the competence of the Board of
Directors;

reviewing the Company’s documents (including the
strategy and budget) assuming the risks;

reviewing status and dynamics of key risks of the
Company minimum on quarterly basis, taking
decisions on them, approving measures to control
them assuming the risk appetite;

developing the single approach to the compliance.

developing the risk management and internal control
culture, the tone on the top about their importance.

Heads of business units:



obecneyeHne  (PYHKLUMOHMPOBAHUS  3NEMEHTOB
CYPuBK B Bu3sHec-npoueccax v npoekTax B pamkax

NMEKLLMXCH  MOMHOMOYMA M BO3MOXEHHbIX

0bsi3aHHOCTEN, BKOYas:

— BbISIBNEHME,  OLEHKYy,  COrfacoBaHne W
MOHUTOPWHI PUCKOB;

— paspaboTky, cormacosaHue,  obecneyeHue

BbINOSTHEHNSI N MOHUTOPUHT MEPONPUSTUA MO
YNPaBMEHUI0 PUCKAaMW, B T.4  KOHTPOIbHbIX

npoueayp.
npoBeaeHwe perynsipHon CaMOOLIEHKM
apekTmsHocTn CYPUBK;

npesocTaBieHne perynsipHoi OTYETHOCTY MO puUckam
W KOHTPONSIM;

BblAENEHNE PecypcoB, B Cnyyae HeobXxoaumocTy,
ONs MPUHSITASL OMepaTUBHLIX Mep MO YMpaBneHuto
pUCKaMW UMM [Nt CHWKEHWSI  HeraTMBHbIX
MoCnesCTBUI Peanv3oBaBLLMXCS PUCKOB;

onTMMM3auMst  GM3HEC-NpOLECCOB  C  LieMbko
YMEHbLUEHMS YPOBHS PUCKOB;
ucnonb3oBaHWe  MHopMauuM O puckax  Mpw

chopmmpoBaHuM Lienen 1 BrompkeTa nogpasaeneHus:;
obecneyeHne nogdepxaHus  OOKYMeHTauuv no
CYPuMBK B akTyanbHOM cocTosHuM  (onucanue
PUCKOB, ~ MEpONpuATWA,  KOHTponen W [p.
WHopmaLmn);

ycTpaHeHue  Hegoctatkoe B CYPuBK  no
pesynbTaTaM BHYTPEHHEN U BHELLHEN OLEHKY:;
nHcbopmuposarne KoopaumHatopa no YP/BK ot
nogpasgeneHnss O BO3HUKAKOWMX W3MEHEHWSX B
BusHec-npoueccax/npoekTax/puckax/ KOHTPONSX;
obecneyeHne pUCK-OPUEHTUPOBAHHOTO MoAxoda B
paboTe nogpasgeneHus.

COTpYAHWKM, B T.4. UCNIOMHUTENM KOHTPONeN:

BbISIBNEHWE W MOHUTOPUHI YPOBHS PUCKOB B pamkax
BO3/TOXEHHbIX 0B0s3aHHOCTEW, B T.M. B OM3Hec-
npoveccax/ npoekTax, 3a KOTOpble OTBEYAIOT;
BbINOSHEHWE  YTBEPXKAEHHBIX  MEPONPUATAA MO
YNpaBneHNI0 puckamn, B T.4. CBOEBPEMEHHOE U
KayeCTBEHHOE BbIMOITHEHNE KOHTPOMbHBIX MPOLeayp;
yCTpaHeHWe  HefjocTaTtkoB Mo pesyrbrartam
BHYTPEHHEW U BHELUHEN OLEHKU 3(PEKTUBHOCTY
CYPMBK (B T.. TecTupoBaHus W MOHUTOPUHIa
KOHTpOne);

cobnogeHre TpeboBaHuit NPUMEHUMOTO
3aKoHodaTenbCTtBa W BHYTPEHHUX HOPMATMBHbIX
aKTOB B 30HE (PYHKLMOHANbHOW OTBETCTBEHHOCTM,
NpeAyCMOTPEHHON LOMKHOCTHBIMM 0B53aHHOCTAMM.

KoopaunHaTtopel no YP/BK oT noapasaeneHui:
KoopamMHauuMs npouecca ynpaBreHus puckamn u

7)

ensuring operation of the RMICS components in
business processes and projects within the powers
available and duties assigned, including:

— identification,  assessment,  approval, and
monitoring of risks;
— preparation,  approval,  enforcement,  and

monitoring of risk management actions, including
control procedures;

regular self-assessment of the RMICS effectiveness;
submission of regular risks and controls reports;

allocation of resources, if necessary, to take prompt
risk management measures or to mitigate the negative
consequences of the risks materialized;

optimization of business processes to decrease the
level of risks;

use of information about risks in determining the
objectives and the budget of the business unit;
ensuring updates of the RMICS documentation
(description of risks, actions, controls, and other
information);

remedying the RMICS deficiencies following the
internal and external assessment;

informing the business unit RM/IC Coordinator about
the changing in the business
processes/projects/risks/controls;

ensuring a risk-based approach to the operation of the
business unit.

The personnel, including the employees responsible
for controls:

identifying and monitoring the level of risks within the
duties  assigned, including in business
processes/projects for which they are responsible;
taking the risk management measures approved,
including timely and high-quality performance of the
control procedures;

remedying the deficiencies following the internal and
external assessment of the RMICS effectiveness
(including testing and monitoring of the controls);

complying with the requirements of the applicable laws
and internal regulations within their functional
responsibilities provided for by their official duties.

The RM/IC Coordinators of the business units:
coordinating the risk management and internal control

6



BHYTPEHHErO KOHTPONS MO nogpasgeneHuno/ousHec-
npoveccy/npoexTy;

MOHWUTOPWUHT ~ WCMOSHEHUS  MEpOnpUATMA MO
YNpaBNeHNO PUCKOM, KavyecTBa BbIMOMHEHUS W
[OKYMEHTMPOBaHMS! KOHTPOMbHBIX NPOLEAYP;
KOOpAMHaUMsS 1 MeToAonorMyeckas noaaepxka
paboT Mo BbIpabOTKe KPUTEPUEB ANS OnpeaeneHus
puck-anneTuTa  nogpasgeneHus  (COBMECTHO ¢
noapasaeneHnem ynpaeneHns puckamu);

NOAroToBka  MaTepuanioB N0 puckam  Ha
paccMOTpeHue COOTBETCTBYHOLLEMO opraHa
ynpaeneHuss  puckamu:  Bnagenbua  puckos/
(PYHKLMOHASbHOTO KomuteTa/Ynpasnsiowero
komuTeTa npoektal MpaBnexus;

NOAroTOBKAa  MPEdfioXeHUA N0 YNyulleHuUIo
ynpasneHus puckamu COOTBETCTBYHOLLETO

nogpasgenenHus/ busHec-npouecca, NpoekTa;
obecneyeHne akTyanbHOCTH ONMUCaHNS KOHTPOMbHBIX
npoueayp M CBOEBPEMEHHOMO MH(OPMMPOBAHMS
noapasaeneHninc no  BHYTPEHHEMY KOHTPOMO U
ynpaBneHnto puckamn 0 HeobXOAMMOCTH BHECEHNS
W3MEHEHUIA B JOKYMEHTaLMIO.

lMNoppasgenexve YnpaBneHus puckamu:

peanusaumns  Hactoswein [MonuTukm B 4yacty
yNpaBeHns puckamu;
OpraHusauus  npouecca  akTyanusauuu — puckoB

KomnaHum, KOHTPOIMb BbINOMHEHNUS MEPOnpUATUN,
MeTodornornyeckas  NOAAepXKka M pasBuUTue
npoLecca ynpasreHns puckamu;

koopauHauus  paboTbl  nogpasgeneHuin  no
YNpaBAEHNO pUCKamu, B T.4. MO BbISBMEHMIO, OLEHKe
pUCKOB M paspaboTke  MeponpuaTMA N0 UX
yNpaBeHuto;

COrfacoBaHne OpraHu3aLoOHHO-PacnopsSaUTENbHBIX
[OKYMEHTOB N0 YNpaBneHnto puckami Komnaxum;
WHULMMPOBaHWE MnpoLecca YNpaBreHns puckamu B
NpOeKTax, CTPaTerMyeckom nraH1poBaHuu;
KOHCOnuAaaums faHHbIX 0 BceX puckax Komnanuw,
aOMUHUCTPUPOBAHWE aBTOMATU3MPOBAHHOW Cpeabl
ynpaeneHus puckamu RiskCom;

NoaroToBKa MaTepuarioB no YnpaBneHUI0 puckamu
ana MpasneHusi, Ayautopckoro komuteTa, CoseTa
LVPEKTOPOB;

paspabotka M peanu3auus  MePONPUATUN,
HanpaBneHHbIX Ha PasBUTUE KYNbTypbl yNpaBieHnus
puckamn, B T.M. obyyeHue W MeTogonornyeckas
noaaepka CoTpyaHMKOB;

paspabotka M aKTyanu3auuMss  HOPMaTMBHO-
METOOMOrNYeCckNX [OKYMEHTOB MO  YNpaBrieHuo
puckamu;

peanusaumMst  Hactoswen [MonuTukn B 4acTu
BHYTPEHHEr0 KOHTpONs KoMnaHwm (3a UCKNKYeHnem

process at the business wunit/in a business
process/project;

monitoring completion of the risk management
measures, the qualty of performance and
documentation of the control procedures;

coordinating and providing methodological support to
develop the criteria of the risk appetite of the business

unit (jointly with the risk management department);

preparing information materials concerning risks for
consideration by the relevant risk management body:
the Risk Owner/ Functional Committee/ Project
Steering Committee/ Management Board;

preparing proposals to improve the risk management
of the relevant business unit/ business process,
project;

updating design of the control procedures and timely
informing the risk management and internal control
departments about the necessity to amend the
documentation.

The Risk Management Department:
implementing  this  Policy in
management;

organizing the process of updating the Company's
risks, controlling implementation of the risk treatment
measures, methodological support and development of
the risk management process;

coordinating the business units risk management
processes, including risk identification, assessment,
and preparation of treatment plans;

respect to risk

approval of organization & regulation documents on
the Company’s risks management;

initiating the risk management process in projects,
strategic planning;

consolidating the data about all of the Company's risks,
administrating  RiskCom - the automated risk
management tool;

preparing information on risk management for the
Management Board, Audit Committee, Board of
Directors;

preparing and implementing the risk management
culture development plan, including training and
methodological support of the personnel;

preparing and the
regulations;

updating risk management

implementing this Policy in terms of the Company's
internal control (except for internal control over the
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BHYTPEHHEro KOHTPONS B OTHOLLEHWUM [OCTOBEPHOCTH
(PMHAHCOBOW OTYETHOCTH).

9) T[loppasneneHne BHyTpeHHero KoHTpons (B 4acTtu
PUCKOB, CBSI3@HHBIX C JOCTOBEPHOCTLIO (DMHAHCOBOM
OTYETHOCTH):

e peamu3aums  Hactoswen [lonutnkm B YacTu
BHYTPEHHEr0 KOHTPONS;
e paspaboTka W aKTyanu3auus  HOpPMaTWUBHO-

METOZOMOrNYeCkNX [OKYMEHTOB MO BHYTPEHHEMY
KOHTpPOIIO;

e paspaboTka WM peanu3auns  MEpPONPUSTUNA,
HarnpaBfieHHbIX Ha Pa3BUTUE KYNbTYPbl BHYTPEHHETO
KOHTpons, B T.4. 0obyyeHMe M MeTogonornyeckas
noaaepxka CoTpyaHMUKOB;

e KoOpaMHaUMS  OeATENbHOCTM MO MOAAEPXaHuIo
BHYTPEHHEro KOHTPOnNs B 3hPEeKTUBHOM COCTOSHUM;

®  MOHUTOPUHI kayecTBa BbINOSTHEHUS n
[OKYMEHTUPOBaHMS KOHTPOSbHBIX NPOLEAYP;

e  KOOpAMHALMS npoBeaeHus CaMOOLIEHKM
9(h(PEeKTUBHOCTU BHYTPEHHETO KOHTPONS;

e OAroTOBKA MaTepuasnoB no BHyTPEHHEMY KOHTPOMHO
ona MpasneHus, Ayautopckoro komuteTa, CoseTa
LVPEKTOPOB;

e  a[MUHUCTPUPOBAHME aBTOMaTU3NPOBAHHOM
cuctembl BHyTpeHHero koHTponst SAP GRC Process
Control.

10) BHyTpeHHUIA ayauT OCyLEeCTBNSET HE3aBUCUMYIHO
OLEHKy HafexHoctn u atdektusHoct CYPUBK, B
T.4. OTAESbHbIX KOMMNOHEHTOB, NPOLIECCOB, NPOEKTOB,
B COOTBETCTBUM C [TONOXEHWEM O BHYTPEHHEM
ayaute, yTBepxaeHHbiM  COBETOM  AMPEKTOPOB
Komnanuu.

5. KOMNoHeHTbI ynpaBneHnus puckamu U BHYTPeHHero
KOHTpOnS.

CYPuBK BkntoyaeT B cebs cregytolme KOMMOHEHTbI,
koTopble 06eCrneunBaloT OCHOBY ANst ee APEKTUBHOMO
(DYHKLMOHMPOBAHMS:

KopnopatuBHasa KynbTypa U KOHTpPONbHas cpepa —
COBOKYMHOCTb CTaHZAPTOB, MPOLLECCOB U CTPYKTYP, B TOM
yacne  aTuyeckux  UeHHocteir  Komnawmn.  Cosert
OMPEKTOPOB U BbICLLIEE MCMOMHUTENBHOE PYKOBOACTBO
3a0aKT «TOH CBEPXY» OTHOCUTENbHO BaxHOCTU CYPuBK,
BKNOYas  OXuOaemble CTaH4apTbl MOBeLdEeHUs U
OCYLLECTBMEHNS AeATENbHOCTU, @ TakKe KOHTPONMPYHOT
nX peanusaumio. 3agada Kaxgoro cotpyaHuka Komnanum
— CrnefoBaTh JaHHbIM CTaHaapTam.

OueHKa PUCKOB — MPOLECC BbISBMIEHUS, aHanM3a W
OL|eHMBaHUSI PUCKa, B T.4. NpU OnpeaeneHun cTpaTerm u

reliability of financial reporting).

9) The Internal Control Department (in terms of the risks
related to the reliability of financial reporting):

e implementing this Policy in respect to internal control;

e preparing and updating the internal control regulations;

e preparing and implementing the internal control
development  plan, including training  and
methodological support of the personnel;

e coordinating the activities to maintain an effective
internal control;

e monitoring the quality of implementation
documentation of the control procedures;

e coordinating the self-assessment of the internal control
effectiveness;

e preparing the information on internal control for the
Management Board, Audit Committee, Board of
Directors;

e administrating the automated SAP GRC Process
Control system.

and

10) The internal audit shall provide independent
assessment of the RMICS reliability and effectiveness,
including certain components, processes, projects, in
accordance with the Regulations on the Internal Audit
approved by the Company's Board of Directors.

5. Risk management and internal control components.

The RMICS shall include the following components
providing the basis for its effective operation:

Corporate culture and control environment means the
set of standards, processes, and structures, including the
Company's ethical values. The Board of Directors and the
top management shall determine the tone at the top
regarding the RMICS importance, including the standards
of conduct and operation, as well as shall supervise their
implementation. The task of each of the Company's
employees shall be to follow these standards.

Risk assessment means the overall process of risk
identification, risk analysis and risk evaluation, including in
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NnocTaHoOBKE  Lenew. Pesynbtatom  CTaHOBUTCH
NOHUMaHWe YPOBHS pUCKa M ero NPUEMNEMOCTM C Y4ETOM
puck-annetuta. lpu HeOBXOAMMOCTM KOpPEKTUPYHTCS
Lienn 1 OCyLLECTBNSETCA ynpaBneHue puckoM. MogpobHo
NPOLECC OLEHKA PUCKOB OMWCaH B METOZOSOrMM no
YNpaBneHMI0 prUckamu.

Bo3penctBMe Ha pUCK, B T.4. KOHTPOMbHbIE
npoueaypbl — MPUMEHEHWE  pasHblX  Cnocobos
pearpoBaHWsl Ha PUCK C Y4eTOM 3aTpaTt, BbIrog U
NPUEMNEMOro YpoBHA pucka: u3beraHue pucka, ero
NPWHATME WNW [axe MOBbILEHWE €ro YPOBHA Ans
peanu3aumm  BU3HEC-BO3MOXHOCTEW,  YCTpaHeHWe
MPUYKHBI PUCKA, CHIDKEHWE BEPOSITHOCTW U NOCNEACTBUI
(B T.4. NOCPEACTBOM KOHTPOSbHBIX NpoLeayp), nepeaaya
pucKa ApYyron CTOPOHe.

MOHMTOPUHI W NEpPecMoTP — PEerynsipHble OLEHKM,
KOTOpble BKIIOYAKT B ce6S1 B YaCTHOCTU:

e OLEHKY JOCTuxeHus BusHec-Lenein KomnaHum m mx
nepecmoTp npu HeobXOAMMOCTH, C YYETOM OLEHKM
PUCKOB;

e aHanu3  M3MeHeHWM  (paKkTOPOB  BHELIHEW U
BHYTPEHHel cpefdpbl, KOTOpble MOryT BIUSATb Ha
BusHec-uenu n CYPuBK KomnaHuu;

e aHarm3  adpektuHocT  CYPuBK,
U3MEHEHWI NPY HEOBXOAMMOCTH.

BHeceHue

WHdopmauusi, KOMMYHMKaUMs W OTYETHOCTb —
9 (heKTUBHLIN 0OMEH WH(hOPMALMEN ABNSETCS BaXHbIM
komnoHeHToM CYPuBK. 370 HenpepbiBHbIM Npouecc

npegjocTaBneHnss M MofyyYeHus  Heobxogumon
WHGOpMaLUMM  Kak BHYTpM KomnaHwn, Tak # BO
B3aMMOAENCTBIN c BHELLHUMY CTOPOHaMM.
MocpencTeom KOMMYHUKaLMM OCyLLECTBNSIETCS

rOPU3OHTaNbHOE W BEPTUKANbHOE PacrnpoCTpaHeHue
WHhopmaLmm o:

e BaxHocTn CYPuBK;

e CTaHfapTax MoBedeHMUs, LEHHOCTSX, npoueaypax,
SBMAIOLMXCA YaCTbI KOPMOPATUBHOW KyMbTypbl 1
KOHTPOMNbHOM cpefbl KomnaHuuy;

e cTpaTerun n BusHec-Lensx;

e  MPUEMIIEMOM YPOBHE PUCKOB;

e ahpektuBHocT CYPUBK, HapyLweHusx u np.

OTYeTHOCTb O puCKax, KOHTPONAX, PEEKTUBHOCTH

[eATenbHOCT  SIBMSETC  4acTblo  KOMMYHMKaLWiA
Komnanun. ®opmatbl # NepuoauyHoOCTb OTYETHOCTU
onpenensTcs BHYTPEHHUMMU HOPMaTUBHbLIMM
LOKYMEHTamu.

6. Puck-anneTut u npmemneMmbliii ypoBeHb pUcKa.

setting the strategy and objectives. The result shall be the
understanding of the risk level and its acceptability, taking
into account the risk appetite. If necessary, the objectives
shall be adjusted and the risk shall be managed. The risk
assessment process is described in the risk management
methodology.

Risk treatment, including control procedures means
selecting different options for modifying risk taking into
account the costs, benefits, and an acceptable level of risk:
risk avoidance, its acceptance or even increase in its level
to pursue business opportunities, removing the risk source,
reduction of the likelihood and consequences (including by
control procedures), sharing the risk with another party.

Monitoring and review means regular assessment which
includes, inter alia:

e assessment of achieving the Company's business
objectives and their revision, if necessary, taking into
account risk assessment;

e analysis of changes in the external and internal factors
which can impact the Company's business objectives
and RMICS;

e analysis of the RMICS effectiveness, making changes,
if necessary.

Information, communication and reporting: effective
exchange of information is an important component of the
RMICS. This is a continuous process of providing and
receiving the necessary information both at the Company
and in cooperation with external parties. Communication
enables horizontal and vertical dissemination of information
about:

o the RMICS importance;

o the standards of conduct, values, procedures being
part of the Company's corporate culture and control
environment;

e the strategies and business objectives;

o the acceptable risk level;

e the RMICS effectiveness, violations etc.
Reporting about the risks, controls, performance is part of

the Company's communication. The reporting forms and
periodicity shall be set forth by the internal regulations.

6. Risk appetite and acceptable level of risk.



Puck-annetnt — ypoBeHb pucka, KOTopbld Komnanus
rotoBa MOHECTW B 3aBUCUMOCTU OT €€ (PUHAHCOBBIX W
ONEepPaLMOHHbIX BO3MOXHOCTEW, CTpaTern 1 OXugaHui
3aUHTEPEeCOBaHHbIX CTOPOH. YPOBEHb puUCK-anneTuta —
OPWeHTMp AN PYKOBOACTBA MNpuU  LenenonaraHny,
NMPUHATUN peLleHnin 1 hopMUPOBAHUN €AMHOTO noaxoaa
K ynpasBneHuwo puckamm B Komnawuu. B pamkax
YTBEPXKOEHHOrO  puUCK-anneTuTa  yCTaHaBIMBAETCA
npuemnemblid YypoBeHb puckoB KomnaHuu.

YTBEpKAEHUS B OTHOLIEHWM pUCK-anneTuta MoryT BbiTb
OTPaXeHbl B PasfMyHbIX NOKasbHbIX HOPMATUBHBIX akTax
Komnanuu.

B cnyyae ecnu B pesynbTaTe OLEHKM PUCKOB W/unn
MOSIBNIEHNS] HOBbLIX MPOEKTOB W/WNMW W3MEHEHWs Lienen
KomnaHun pucki MpeBbIAOT YCTaHOBNEHHbIA PUCK-
annetut, To [paBneHne NpUHUMAET pelleHne Nnbo o
CHVXXEHWM PUCKOB [0 MPUEMIIEMOTO YPOBHS C MOMOLLBHO
MeponpusiTUiA, TG0 O MOBbLIWEHUA YPOBHS  PUCK-
annetuTa.

7. Ctpaterus CYPuBK n pa3Butue puck-kKynbTypbi.

KomnaHus CTpemuTcs MOCTOSHHO COBEPLUEHCTBOBATb
ceoo CYPuBK ¢ Tem, 4tobbl, C OOHOM CTOPOHbI,
CnocobCcTBOBATH — YCMELHOW — peanus3auun  cTpaterm
Komnanuu,  pgaBas  BO3MOXHOCTb  MeHemkepam
OCO3HAHHO MPUHWMATb PUCKM U MOBbILAS TEM CaMbIM
Bu3Hec-pesynbTaThl, a ¢ Apyron — obecneumBaTb OCHOBY
Ans CTabunbHOr0 M HENpepbLIBHOMO (OYHKLIMOHUPOBAHUS
BusHeca. Ha 310, B TOM YuCne, HanpaBneHo passuThe
obLen KynbTypbl ynpaenexust puckamu B Komnanuu, B
OCHOBE  KOTOpO  NEXUT  PUCK-OPUEHTUPOBAHHOE
MbILUIEHWNE COTPYAHUKOB MPU MPUHSATAN PELLEHMIA 1 y4eT
puckoB B Ou3Hec-npoueccax ¥ mpoektax. lpu 3Tom
BaXHOE 3HaYeHNe MMEKT «TOH CBEPXY» OT PYKOBOACTBA
O BaXHOCTW yNpaBneHus puckamn U obyyeHne
COTPYAHMKOB.

Crpaterus CYPuBK Takke npegnonaraer:

e [IOCTOSIHHYIO M CBOEBpeMeHHyto agantauuo YP u BK
noa U3MeHeHns bruaHeca;

e pasBWTWE METOAMK W MOAEnei OLEHKN PUCKOB C
LIENbI0 NOBbLILEHUST KA4YECTBA, TOYHOCTU W MOMHOTLI
[aHHbIX Kak OCHOBbI NS NPUHSATUI PELLEHNIA;

e (hopmManu3aunio 1 akTyanusaumi napameTpoB PUCK-
anneTuTa, yBs3biBaHWe PUCK-anneTuTa 1 cTpaTerum
pa3suTMa Komnanuum;

e OCTOSHHbIA  MOUCK  OW3HEC-BO3MOXHOCTE U
BapuaHTOB TpaHcopmaLun Yyrpo3 B BOIMOXKHOCTY, a

The risk appetite means the amount of risk, which the
Company is willing to take depending on its financial and
operational  capabilities, strategy, and stakeholder
expectations. The risk appetite means the benchmark for
the management in goal-setting, decision-making and
development of the single approach to risk management at
the Company. Within the risk appetite approved, the
acceptable level of the Company's risks shall be set forth.

Statements regarding the risk appetite can be provided in
various internal regulations of the Company.

If, as a result of risk assessment and/or new projects
and/or changes in the Company's objectives, the risks
exceed the risk appetite established, the Management
Board shall resolve on mitigating the risks to the
acceptable level through measures or on increasing the
risk appetite level.

7. RMICS strategy and risk culture development.

The Company strives to constantly improve its RMICS to
contribute to successful implementation of the Company's
strategy, on the one hand, by enabling the managers to
consciously accept risks and thereby improving the
business results, and to provide the basis for stable and
continuous operation of the business, on the other hand.
Development of the general risk management culture at
the Company which is based on the risk-oriented thinking
of employees in decision-making and taking into account
risks in business processes and projects is aimed at this,
among others. At the same time, the tone at the top from
the management concerning the importance of risk
management and employee training are of importance.

The RMICS strategy shall also include:

continuous and timely RM and IC adaptation to the

business changes;

e development of risk assessment procedures and
models to improve the quality, accuracy, and
completeness of the data as the basis for decision-
making;

o the formalization and the update of the risk appetite
parameters, linking the risk appetite to the Company's
development strategy;

e constant search for business opportunities and options

to transform threats into opportunities as well as
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Takke nouck Haubonee onTUManbHbIX CnocoboB
pearmpoBaHns Ha PUCKK;

e  COBEPLUEHCTBOBAHWE KNacCMUKaLIMM PUCKOB;

e ynyyweHne KoMMyHukauuii no YP u BK B pamkax
KomnaHuu.

Crpaterns CYPuBK MoxeT nepecmatpueatbcs npu
BO3HWKHOBEHUM  U3MEHEHUA BO  BHYTPEHHEN  Unu
BHELLHel cpede, npu HeobxoguMoCTM afanTtauun K
ctpateruv Komnanum.

8. 3aknounTenbHble NONOXeHUA

Hacroswas [lonutuka BCTynaetT B cuny C Aatbl ee
yTBepxaeHns Cosetom anpektopos ObLecTsa.

Bce Bonpocbl, He yperynupoBaHHble B HACTOsLEW
Monutuke, perynupytotea Ycrtasom OB6LiecTsa, MHbIMK
BHYTPEeHHUMK AokyMeHTammn OBLLecTBa W LeACTBYOWMM
3aKoHogaTenbcTBoM Poccuiickon Gepepauum.

B cnyyae npoTuBopeunss  Hactoswen  [lonutuku
3akoHogaTtensctBy Poccuickon ®efepauun unu Ycrasy
ObuiecTBa, NPUMEHSIOTCA COOTBETCTBYHOLLME NONOXEHMS
3aKoHogaTenbcTBa Poccuinckon defepauun unn Ycrasa
ObuwecTea.

Co [oHs BCTynneHuss B cuny Hactoswen [lonntukm
yTpauusaeT cuny [llonuTuka no opraHu3auun CUCTEMbI
YNpaBeHNsl  pUCKaMU W BHYTPEHHErO  KOHTPONS,
yTBepkOeHHas  pewenvem  CoBeTa  OMPEKTOPOB
Obwectsa 29.05.2019 (Mpotokon Ne 308(372) ot
29.05.2019).

search for the optimal methods to respond to risks;

¢ improvement of the risk classification;
e improvement of the RM and IC communications at the
Company.

The RMICS strategy may be reviewed when changes
occur in the internal or external environment and if it is
necessary to adapt to the Company's strategy.

8. Final Provisions.

This Policy shall come into effect once approved by the
Board of Directors of the Company.

All matters not regulated herein are subject to the
provisions of the Charter, other internal documents of the
Company and current legislation of the Russian
Federation.

In case any provisions herein contravene the legislation of
the Russian Federation or the Company’s Charter, the
relevant provisions of the legislation of the Russian
Federation or the Company’s Charter shall apply.

From the Effective Date of this Policy, the Risk
Management and Internal Control System Policy approved
by the resolution of the Company’s Board of Directors on
May 29, 2019 (Minutes Ne 308(372) dated May 29, 2019)
shall become invalid.
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